BM1007 – MEDICAL INFORMATICS

NOTES ON LESSON

A hospital information system (HIS), variously also called clinical information system (CIS) is a comprehensive, integrated information system designed to manage the administrative, financial and clinical aspects of a hospital. This encompasses paper-based information processing as well as data processing machines.


It can be composed of one or a few software components with specialty-specific extensions as well as of a large variety of sub-systems in medical specialties (e.g. Laboratory Information System, Radiology Information System).

CISs are sometimes separated from HISs in that the former concentrate on patient-related and clinical-state-related data (electronic patient record) whereas the latter keeps track of administrative issues. The distinction is not always clear and there is contradictory evidence against a consistent use of both terms.

medical record, health record, or medical chart is a systematic documentation of a patient's medical history and care. The term 'Medical record' is used both for the physical folder for each individual patient and for the body of information which comprises the total of each patient's health history. Medical records are intensely personal documents and there are many ethical and legal issues surrounding them such as the degree of third-party access and appropriate storage and disposal. Although medical records are traditionally compiled and stored by health care providers, personal health records maintained by individual patients have become more popular in recent years.
The information contained in the medical record allows health care providers to provide continuity of care to individual patients. The medical record also serves as a basis for planning patient care, documenting communication between the health care provider and any other health professional contributing to the patient's care, assisting in protecting the legal interest of the patient and the health care providers responsible for the patient's care, and documenting the care and services provided to the patient. In addition, the medical record may serve as a document to educate medical students/resident physicians, to provide data for internal hospital auditing and quality assurance, and to provide data for medical research. Personal health records combine many of the above features with portability, thus allowing a patient to share medical records across providers and health care systems

Traditionally, medical records have been written on paper and kept in folders. These folders are typically divided into useful sections, with new information added to each section chronologically as the patient experiences new medical issues. Active records are usually housed at the clinical site, but older records (e.g., those of the deceased) are often kept in separate facilities.

The advent of electronic medical records has not only changed the format of medical records but has increased accessibility of files. The use of an individual dossier style medical record, where records are kept on each patient by name and illness type originated at the Mayo Clinic out of a desire to simplify patient tracking and to allow for medical research

[edit] Medical history
The medical history is a longitudinal record of what has happened to the patient since birth. It chronicles diseases, major and minor illnesses, as well as growth landmarks. It gives the clinician a feel for what has happened before to the patient. As a result, it may often give clues to current disease states. It includes several subsets detailed below.

Surgical history 

The surgical history is a chronicle of surgery performed for the patient. It may have dates of operations, operative reports, and/or the detailed narrative of what the surgeon did. 

Obstetric history 

The obstetric history lists prior pregnancies and their outcomes. It also includes any complications of these pregnancies. 

Medications and medical allergies 

The medical record may contain a summary of the patient's current and previous medications as well as any medical allergies. 

Family history 

The family history lists the health status of immediate family members as well as their causes of death (if known). It may also list diseases common in the family or found only in one sex or the other. It may also include a pedigree chart. It is a valuable asset in predicting some outcomes for the patient. 

Social history 

The social history is a chronicle of human interactions. It tells of the relationships of the patient, his/her careers and trainings, schooling and religious training. It is helpful for the physician to know what sorts of community support the patient might expect during a major illness. It may explain the behavior of the patient in relation to illness or loss. It may also give clues as to the cause of an illness (e.g. occupational exposure to asbestos). 

Habits 

Various habits which impact health, such as tobacco use, alcohol intake, recreational drug use, exercise, and diet are chronicled, often as part of the social history. This section may also include more intimate details such as sexual habits and sexual preferences. 

Immunization history 

The history of vaccination is included. Any blood tests proving immunity will also be included in this section. 

Growth chart and developmental history 

For children and teenagers, charts documenting growth as it compares to other children of the same age is included, so that health-care providers can follow the child's growth over time. Many diseases and social stresses can affect growth and longitudinal charting and can thus provide a clue to underlying illness. Additionally, a child's behavior (such as timing of talking, walking, etc.) as it compares to other children of the same age is documented within the medical record for much the same reasons as growth. 

Medical encounters
Within the medical record, individual medical encounters are marked by discrete summations of a patient's medical history by a physician, nurse practitioner, or physician assistant and can take several forms. Hospital admission documentation (i.e., when a patient requires hospitalization) or consultation by a specialist often take an exhaustive form, detailing the entirety of prior health and health care. Routine visits by a provider familiar to the patient, however, may take a shorter form such as the problem-oriented medical record (POMR), which includes a problem list of diagnoses or a "SOAP" method of documentation for each visit. Each encounter will generally contain the aspects below:

Chief complaint 

This is the problem that has brought the patient to see the doctor. Information on the nature and duration of the problem will be explored. 

History of the present illness 

A detailed exploration of the symptoms the patient is experiencing that have caused the patient to seek medical attention. 

Physical examination 

The physical examination is the recording of observations of the patient. This includes the vital signs , muscle power and examination of the different organ systems, especially ones that might directly be responsible for the symptoms the patient is experiencing. 

Assessment and plan 

The assessment is a written summation of what are the most likely causes of the patient's current set of symptoms. The plan documents the expected course of action to address the symptoms (diagnosis, treatment, etc.). 

Orders
Written orders by medical providers are included in the medical record. These detail the instructions given to other members of the health care team by the primary providers.

Progress notes
When a patient is hospitalized, daily updates are entered into the medical record documenting clinical changes, new information, etc. These often take the form of a SOAP note and are entered by all members of the health-care team (doctors, nurses, physical therapists, dietitians, clinical pharmacists, respiratory therapists, etc). They are kept in chronological order and document the sequence of events leading to the current state of health.

Test results
The results of testing, such as blood tests (e.g., complete blood count) radiology examinations (e.g., X-rays), pathology (e.g., biopsy results), or specialized testing (e.g., pulmonary function testing) are included. Often, as in the case of X-rays, a written report of the findings is included in lieu of the actual film.

Other information
Many other items are variably kept within the medical record. Digital images of the patient, flowsheets from operations/intensive care units, informed consent forms, EKG tracings, outputs from medical devices (such as pacemakers), chemotherapy protocols, and numerous other important pieces of information form part of the record depending on the patient and his or her set of illnesses/treatments.

There are several information needed to be recorded while tracing state of patient's daily health:
1. Vital Signs: Body Temperature, Pulse Rate(Heart Rate), Blood Pressure and Respiratory Rate.
2. Intake: Medication, Fluid, Nutrition, Water and Blood, etc.
3. Output: Blood, Urine, Excrement, Vomitus and Sweat, etc.
4. Observation on Pupil size.
5. Capability of four limbs of body

Administrative issues
Medical records are legal documents and are subject to the laws of the country/state in which they are produced. As such, there is great variability in rule governing production, ownership, accessibility, and destruction.

Production
In the United States, written records must be marked with the date and time and scribed with indelible pens without use of corrective paper. Errors in the record should be struck out with a single line and initialed by the author. Orders and notes must be signed by the author. Electronic versions require an electronic signature.

Ownership
In the United States, the data contained within the medical record belongs to the patient, whereas the physical form the data takes belongs to the entity responsible for maintaining the record.[citation needed] Therefore, patients have the right to ensure that the information contained in their record is accurate. Patients can petition their health care provider to remedy factually incorrect information in their records.

In the United Kingdom, ownership of the NHS's medical records belong to the Department of Health,[1] and this is taken by some to mean copyright also belongs to the authorities.[2]
[edit] Accessibility
In the United States, the most basic rules governing access to a medical record dictate that only the patient and the health-care providers directly involved in delivering care have the right to view the record. The patient, however, may grant consent for any person or entity to evaluate the record. The full rules regarding access and security for medical records are set forth under the guidelines of the Health Insurance Portability and Accountability Act (HIPAA). The rules become more complicated in special situations.

Capacity 

When a patient does not have capacity (is not legally able) to make decisions regarding his or her own care, a legal guardian is designated (either through next of kin or by action of a court of law if no kin exists). Legal guardians have the ability to access the medical record in order to make medical decisions on the patient’s behalf. Those without capacity include the comatose, minors (unless emancipated), and patients with incapacitating psychiatric illness or intoxication. 

Medical emergency 

In the event of a medical emergency involving a non-communicative patient, consent to access medical records is assumed unless written documentation has been previously drafted (such as an advance directive) 

Research, auditing, and evaluation 

Individuals involved in medical research, financial or management audits, or program evaluation have access to the medical record. They are not allowed access to any identifying information, however. 

Risk of death or harm 

Information within the record can be shared with authorities without permission when failure to do so would result in death or harm, either to the patient or to others. Information cannot be used, however, to initiate or substantiate a charge unless the previous criteria are met (i.e., information from illicit drug testing cannot be used to bring charges of possession against a patient). This rule was established in the United States Supreme Court case Jaffe v. Redmond

 HYPERLINK "http://biotech.law.lsu.edu/cases/medrec/42_USC_29dd-2.htm" \o "http://biotech.law.lsu.edu/cases/medrec/42_USC_29dd-2.htm" [4]. 

In the United Kingdom, the Data Protection Acts and later the Freedom of Information Act 2000 gave patients or their representatives the right to a copy of their record, except where information breaches confidentiality (e.g., information from another family member or where a patient has asked for information not to be disclosed to third parties) or would be harmful to the patient's wellbeing (e.g., some psychiatric assessments). Also, the legislation gives patients the right to check for any errors in their record and insist that amendments be made if required.

 Destruction
In general, entities in possession of medical records are required to maintain those records for a given period. In the United Kingdom, medical records are required for the lifetime of a patient and legally for as long as that complaint action can be brought. Generally in the UK, any recorded information should be kept legally for 7 years, but for medical records additional time must be allowed for any child to reach the age of responsibility (20 years). Medical records are required many years after a patient’s death to investigate illnesses within a community (e.g., industrial or environmental disease or even deaths at the hands of doctors committing murders, as in the Harold Shipman case).[3]
 Abuses
· The outsourcing of medical record transcription and storage has the potential to violate patient-physician confidentiality by possibly allowing unaccountable persons access to patient data. 

· Falsification of a medical record by a medical professional is a felony in most United States jurisdictions. 

· Governments have often refused to disclose medical records of military personnel who have been used as experimental subjects.

An electronic health record (EHR) refers to an individual patient's medical record in digital format. Electronic health record systems co-ordinate the storage and retrieval of individual records with the aid of computers. EHRs are usually accessed on a computer, often over a network. It may be made up of electronic medical records (EMRs) from many locations and/or sources. Among the many forms of data often included in EMRs are patient demographics, medical history, medicine and allergy lists (including immunization status), laboratory test results, radiology images, billing records and advanced directives.

EHR systems can reduce medical errors.[1] In one ambulatory healthcare study, however, there was no difference in 14 measures, improvement in 2 outcome measures, and worse outcome on 1 measure.[2]
EHR systems are believed to increase physician efficiency and reduce costs, as well as promote standardization of care. Even though EMR systems with computerized provider order entry (CPOE) have existed for more than 30 years, less than 10 percent of hospitals as of 2006 have a fully integrated system.[
An electronic medical record (EMR) is a medical record in digital format.

In health informatics and most contexts, EMR and EHR (electronic health records) are used synonymously[1], but many people define an EMR as just the physician interface and EHR including both a physician and patient interface[2]. The term has sometimes included other systems which keep track of medical information, such as the practice management system which supports the electronic medical record

A lab information system ("LIS") is a class of software that receives, processes, and stores information generated by medical laboratory processes. These systems often must interface with instruments and other information systems such as hospital information systems (HIS). A LIS is a highly configurable application which is customized to facilitate a wide variety of laboratory workflow models. Deciding on an LIS vendor is a major undertaking for all labs. Vendor selection, typically takes months of research and planning. Installation takes from a few months to a few years depending on the complexity of the organization. There are as many variations of LISs as there types of lab work. Some vendors offer a full service solution capable of handling a large hospital lab's needs, others specialize in specific modules. Disciplines of laboratory science supported by LIS' include hematology, chemistry, immunology, blood bank (Donor and Transfusion Management), surgical pathology, anatomical pathology, flow cytometry and microbiology. This article covers clinical lab which encompasses hematology, chemistry and immunology.

A radiology information system (RIS) is a computerized database used by radiology departments to store, manipulate and distribute patient radiological data and imagery. The system generally consists of patient tracking and scheduling, result reporting and image tracking capabilities. RIS complements HIS (Hospital Information Systems) and are critical to efficient workflow to radiology practices.

Basic Features
Radiology information systems commonly support the following features:

· Patient Registration and scheduling 

· Patient List Management 

· Interface with modality via Worklist. 

· Radiology Department workflow management 

· Request and document scanning 

· Result(s) Entry 

· Reporting and printout 

· Result(s) Delivery including faxing and e-mailing of clinical reports 

· Patient Tracking 

· Interactive Documents 

· Technical Files Creation 

· Modality and Material management. 

In medical imaging, picture archiving and communication systems (PACS) are computers or networks dedicated to the storage, retrieval, distribution and presentation of images. The medical images are stored in an independent format. The most common format for image storage is DICOM (Digital Imaging and Communications in Medicine).
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Types of images
Most PACSs handle images from various medical imaging instruments, including ultrasound (US), magnetic resonance (MR), positron emission tomography (PET), computed tomography (CT), endoscopy (ENDO), mammograms (MG), digital radiography (DR), computed radiography (CR) etc. (see DICOM Application areas).

Uses
PACS has two main uses:

· Hard copy replacement: PACS replaces hard-copy based means of managing medical images, such as film archives. With the decreasing price of digital storage, PACSs provide a growing cost and space advantage over film archives in addition to the instant access to prior images at the same institution. Digital copies are referred to as Soft-copy. 

· Remote access: It expands on the possibilities of conventional systems by providing capabilities of off-site viewing and reporting (distance education, telediagnosis). It enables practitioners in different physical locations to access the same information simultaneously for teleradiology. 

PACS is offered by virtually all the major medical imaging equipment manufacturers, medical IT companies and many independent software companies. Basic PACS software can be found free on the internet.

One difficult area in PACS is interpreting the DICOM image format. DICOM does not fully specify the metadata tags stored with images to annotate and describe them, so vendors of medical imaging equipment have latitude to create DICOM-compliant files that differ in the meaning and representation of this metadata. A feature common to most PACS is to read the metadata from all the images into a central database, allowing the PACS user to retrieve all images with a common feature no matter the originating instrument. The differences between vendors' DICOM implementations make this a difficult task.





A PACS can store volume data from exams and reconstruct 3D images

Some medical modality vendors have defined private DICOM tags to introduce added features. Tags like this are permitted according to DICOM protocol and will not impact on the images in most cases, but will not operate when the image is viewed on a different platform.

Architecture
Typically a PACS network consists of a central server that stores a database containing the images connected to one or more clients via a LAN or a WAN which provide or utilize the images.

More and more PACS include web-based interfaces to utilize the Internet as their means of communication, usually via VPN (Virtual Private Network) or SSL (Secure Sockets Layer). The client side software is often using ActiveX, JavaScript and/or Java.

Definitions vary, but most claim that for a system to be truly web based, each individual image should have its own URL.[citation needed]
Client workstations can use local peripherals for scanning image films into the system, printing image films from the system and interactive display of digital images. PACS workstations offer means of manipulating the images (crop, rotate, zoom, window, level and others).

Modern radiology equipment and modalities feed patient images directly to the PACS in digital form. For backwards compatibility, most hospital imaging departments and radiology practices employ a film digitizer.

PACS image backup is a critical, but sometimes overlooked, part of the PACS Architecture (see below). HIPAA requires that backup copies of patient images be made in case of image loss from the PACS. There are several methods of backing up the images, but they typically involve automatically sending copies of the images to a separate computer for storage, preferably off-site.

Image backup
Digital medical images are typically stored on a Picture Archiving and Communication System (PACS) for retrieval. Computer images are fragile and can be lost very quickly. It is important (and required in the USA by the Security Rule's Administrative Safeguards section of HIPAA) that facilities have a backup copy of the images.

While each facility is different, the goal in image backup is to make it automatic and as easy to administer as possible. The hope is that the copies won't ever be needed. But, as with other disaster planning, they need to be available if needed.

Ideally, copies of images should be streamed off-site as they are created. (If using the internet, the Security Rule's Technical Safeguards section of HIPAA requires that the images be encrypted during transmission.) Depending on bandwidth and image volume, this may not be practical. Other options include removable media (hard drives, DVDs or other media that can hold many patients' images) and/or separate computers. These copies need to be protected.[1]
As hard drive and computer prices continue to fall, RAID is losing acceptance as a backup mechanism. RAID doesn't back up the images to a fully redundant device, but rather writes some redundant information on multiple drives within the same computer. This added complexity brings its own vulnerabilities.[2] The redundant data written on RAID is subject to the same virus, hardware or software problems as the original image, except that it is protected from hard drive failure. Another way to back up data in the PACS environment is using LTO libraries, which uses digital tapes storing up to 800 GB each with the LTO3 type. This puts their stored images on ´\'near line' status, meaning that the user has to wait some minutes to get their study.

In the event that it is necessary to reconstruct a PACS from the backup images, the backup system should be able to be turned into a "super modality" that simply blasts all of its images back to the PACS.[3] This will allow the PACS to continue receiving current images while also rebuilding its historical images at the same time.

When migrating images from one PACS to another, it is sometimes very difficult to get the old PACS to blast the images to the new one. This is another application where backup can be used to "restore" the images to the new PACS.

Backup infrastructure is often expensive, semi-autonomous and frequently results in extended downtime. However, it should still be flexible enough to be used for immediate partial or full restores, as well as performing the migration of images to a new PACS.

Integration




A chest image displayed via a PACS

A full PACS should provide a single point of access for images and their associated data (i.e. it should support multiple modalities). It should also interface with existing hospital information systems: Hospital information system (HIS) and Radiology Information System (RIS). There are several data flowing into PACS as inputs for next procedures and back to HIS as results corresponding inputs:

In: Patient Identification and Orders for examination. These data are sent from HIS to RIS via integration interface, in most of hospital, via HL7 protocol. Patient ID and Orders will be sent to Modality (CT,MR,etc) via Dicom protocol (Worklist). Images will be created after images scanning and then forwarded to PACS Server. Diagnosis Report is created based on the images retrieved for presenting from PACS Server by physician/radiologist and then saved to RIS System.
Out: Diagnosis Report and Images created accordingly. Diagnosis Report is sent back to HIS via HL7 usually and Images are sent back to HIS via DICOM usually if there is a DICOM Viewer integrated with HIS in hospitals (In most of cases, Clinical Physician gets reminder of Diagnosis Report coming and then queries images from PACS Server).

Interfacing between multiple systems provides a more consistent and more reliable dataset:

· Less risk of entering an incorrect patient ID for a study – modalities that support DICOM worklists can retrieve identifying patient information (patient name, patient number, accession number) for upcoming cases and present that to the technologist, preventing data entry errors during acquisition. Once the acquisition is complete, the PACS can compare the embedded image data with a list of scheduled studies from RIS, and can flag a warning if the image data does not match a scheduled study. 

· Data saved in the PACS can be tagged with unique patient identifiers (such as a social security number or NHS number) obtained from HIS. Providing a robust method of merging datasets from multiple hospitals, even where the different centers use different ID systems internally. 

An interface can also improve workflow patterns:

· When a study has been reported by a radiologist the PACS can mark it as read. This avoids needless double-reading. The report can be attached to the images and be viewable via a single interface. 

· Improved use of online storage and nearline storage in the image archive. The PACS can obtain lists of appointments and admissions in advance, allowing images to be pre-fetched from nearline storage (for example, tape libraries or DVD jukeboxes) onto online disk storage (RAID array). 

Recognition of the importance of integration has led a number of suppliers to develop fully integrated RIS/PACS. These may offer a number of advanced features:

· Dictation of reports can be integrated into a single system. The recording is automatically sent to a transcript writer's workstation for typing, but it can also be made available for access by physicians, avoiding typing delays for urgent results, or retained in case of typing error. 

· Provides a single tool for quality control and audit purposes. Rejected images can be tagged, allowing later analysis (as may be required under radiation protection legislation). Workloads and turn-around time can be reported automatically for management purposes. 

DICOM Viewers
There are several DICOM Viewers available both free and proprietary. Some of the DICOM Viewers include: eFilm, K-Pacs, DICOM Works, OsiriX, SureVistaVision , UniPACS, Syngo Imaging, VRRender, ImageJ and MicroDicom. Various viewers can connect directly to a PACS server or retrieve images from local storage. Of note, OsiriX is an open-source DICOM viewer.

INTERNET IN MEDICAL INFORMATICS

MDLinx is an internet-based service that offers physicians and other healthcare professionals a quick means of staying current with academic literature. The typical medical specialist would have to read 30 to 80 journal articles every day to keep up with the flow of information in his/her specialty. MDLinx solves that problem by scanning, sorting, summarizing, and disseminating the new literature in a digestible format. Healthcare professionals subscribe to the free service and opt to receive daily or weekly newsletters with summaries of and links to new journal articles in their areas of specialty. MDLinx users also receive information about pharmaceuticals and Continuing Medical Education(CME) programs, and invitations to take part in paid market research surveys. MDLinx currently runs sites in 34 specialties and 747 subspecialties[1]. Clients, which include pharmaceutical companies and Continuing Medical Education (CME) institutions, use informational and promotional space on MDLinx’s site and email to communicate information about their products, services and programs. MDLinx’s Market Research arm provides direct access to physician panels in the US, Japan and Korea, and access via partnerships to physician panels in other countries. According to Forrester Research, MDLinx is one of the most trafficked physician portals in the United States[2]
MedlinePlus is a free Web site that provides consumer health information for patients, families, and health care providers. MedlinePlus brings together quality information from the United States National Library of Medicine, the National Institutes of Health (NIH), other U.S. government agencies, and health-related organizations. The U.S. National Library of Medicine produces and maintains MedlinePlus.

MedlinePlus launched in 1998, providing the public with access to a selective and reliable collection of consumer health information on the Web. The site is updated daily. Materials in MedlinePlus must meet rigorous quality guidelines before they appear on the site. There is no advertising on the site, and MedlinePlus does not endorse companies or products.

MedlinePlus includes a companion site, MedlinePlus en español, which offers similar content for the Spanish-speaking community. Each year, over 125 million people from around the world use MedlinePlus.

MedlinePlus contains:

· Health topics and a medical encyclopedia covering hundreds of diseases, conditions, and wellness issues 

· Drug information for both generic and brand-name prescription and over-the-counter medications 

· Herbal and dietary supplement information 

· A medical dictionary 

· Timely health news stories 

· Directories of physicians, dentists, hospitals, clinics, and other health care providers 

· Videos of surgical procedures 

· Interactive health tutorials that use animations and sound to explain conditions and procedures 

· An interactive medical words tutorial 

